GnuPG Cheat Sheet

Key Generation1
gpg --gen-key
Use RSA
Keysize should be 4096
Set validity for arbitrarily large amount of time (1000y)
Name, email address
Optional comment
Optional passphrase

Public Key Importing2
Imports the public key of the user you want to communicate with

gpg --import <name_of_pub_key_file>

Public Key Exporting
gpg --list-keys
gpg --export [key-id] > public-key.asc

Encryption and Decryption
Encrypt File3
gpg --encrypt --sign --armor -r <person@email.com> <name_of_file>

Decrypt File4
gpg <file_name>.asc

1This will take you through a few questions that will configure your keys:
· Please select what kind of key you want: (1) RSA and RSA (default)
· What keysize do you want? 4096
· Key is valid for? 1y (expires after 1 year. If you are just testing, you may want to create a short-lived key the first time by using a number like “3” instead.)
· Is this correct? y
· Real name: your real name here
· Email address: your_email@address.com
· Comment: Optional comment that will be visible in your signature
· Change (N)ame, ©omment, (E)mail or (O)kay/(Q)uit? O
· Enter passphrase: Enter a secure passphrase here (upper & lower case, digits, symbols)

2GPG would be pretty useless if you could not accept other public keys from people you wished to communicate with.
You can import someone’s public key in a variety of ways. If you’ve obtained a public key from someone in a text file, GPG can import it

3This encrypts the message using the recipient’s public key, signs it with your own private key to guarantee that it is coming from you, and outputs the message in a text format instead of raw bytes. The filename will be the same as the input filename, but with an .asc extension.
You should include a second “-r” recipient with your own email address if you want to be able to read the encrypted message. This is because the message will be encrypted with each person’s public key, and will only be able to be decrypted with the associated private key.
So if it was only encrypted with the other party’s public key, you would not be able to view the message again, unless you somehow obtained their private key. Adding yourself as a second recipient encrypts the message two separate times, one for each recipient.



4The software will prompt you as necessary.
If instead of a file, you have the message as a raw text stream, you can copy and paste it after typing gpg without any arguments. You can press “CTRL-D” to signify the end of the message and GPG will decrypt it for you.
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